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[Tpobnembl ¢ TpaaNLIMOHHOW MOAENbIO
«3LLErToHMPOBaHHOM» BE30MacHOCTU

To4yeyHble NPOAYKThI

PyL-IHbIe N CTaTU4HbIE
MEeXaHN3MbI




PesynkTar nevaneH — Takas 3aLuuTa NpourpbIBaeT

B3nombl
OCYLLECTBNAOTCA
32 MUHYTbI

O6HapyxeHue un
yCTpaHeHune
3aHMMaeT Hegenn u
MecsALbl

CekyHabl MuHyTbl  Yachbl Oun  Hepenu Mecsubl

Ot atakm go
KoMnpomeTauum

OT KomMnpomMeTaumm 4o
yTEYKU

Ot yTeykn oo
obHapyxeHus

OT obHapyxeHunsa oo
nokanusauum n
yCTpaHeHus

BpemeHHas wkana cobbimuti 8 % om
obuwezo yucna 83510M08

UemouHuk: 2012 Verizon Data Breach Investigations

:" Cis
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3BOMOLMS MEXaHN3MOB 6E30MacHOCTH

Tekywine
TpeboBaHUS
é )

CtaTU4Hble Tpebyet Monyaeto- [uHamuyeckue MeXaHu3mbI Ha
MeXaHU3Mbl BMellaTeNbCTBa MaTu4veckue MeXaHU3MblI OCHoBE
yerioBekKa NMPOrHo3npoBaHus

MCisco

. Connect



Cisco: I/IHCbOpMaLI,IAOHHaFI 6e3onacHoCTb B ueHTpe

BHAMaHUA

ggg'l?r? ye-reHMe komnaum Sourcefire KonnektusHeiie uccneposanus Cisco —

. nogpasneneHune Talos no nccnepoBaHuIo n
¢ Begywwe B otpacnun COlNB HOBOro nokoneHus

1ré M ; aHanuay yrpo3s

* MOHWUTOPWHT CEeTEBOW aKTUBHOCTU . .

. Advanced Malware Protection  [NogpasgeneHune _Sourceflre no nccregosaHuio yassumocten — VRT

o  Moppa3sgeneHe Cisco no nccnefoBaHuio U MHPOPMUPOBaHUID 06
» PaspaboTku otgena no nccrnegoBaHuio ya3BUMOCTEN yrposax — TRAC
(VRT)

 MoppasgeneHune Cisco no 6e3o0nacHOCTU NpUNoXeHUii — SecApps
* NHHoBauwmm B O ¢ OTKPLITLIM UCXOAHbLIM KOOOM

(TexHonorusa OpenApplD)

AMP + FirePOWER
AMP > ynpasnsemMas 3awumra oT yrpos

2013 2014

. KonnekTuBHbIN aHanna BpeAoHOCHOMO
Cogpnitive + AMP koga > Cuctema KonnekTMBHON
nHopMaLmoHHol 6ezonacHoCTn

‘ 3
co SE MpuobpeTeHne KOMNaHUU MpnobpeTeHne KoMNaHun -~ ~ThreatGRID
e Cognitive Security ThreatGRID I8
« lMepepnoBas cnyxba nccnenoBaHuii * KonnekTvBHbIN aHanu3 BpeaoHOCHOIO
Koaa

° YJ'IyHLLleHHbIe TEeXHONorMm nosegeH4eckoro

aHanusa B pexume pearnbHOro BpemMeHu * AHanus yrpos




YTO He Tak C COBPEMEHHBIMU MEXCETEBLIMM 3KPaHaMMN?

doKycupyoTCa Ha NPUIOXKEHUSIX. .. Ho NOMnHOCTBIO yryckatoT 13 Buaa

yrpo3bl

MCQ3 HOBOro NOKONEHUst MOryT YMeHbLUMUTb 0b6nacTb ataku, HO YCOBEpPLUEHCTBOBAHHbIN
BPEOOHOCHbIM KOf, YacTo 06XoauT 3alLUUTHbIE MEXAHU3MbI.

[T ISCO
AN BND L)
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CoBpeMeHHbIN NaHaLadT Yrpo3 TpedyeT OorbLUero, Yem
MPOCTO KOHTPOSb MPUIIOXKEHNI

60%
54% opraHusaLmin nogkno4aoTca

AaHHbIX o
BpeOOHOCHbIe doannbl

HEeCKOJ1ILKO ’ MecsiLamm
{"} Hacos NN CIyXObl

Lienoe coobuwecmeo 3noymMbiwisieHHUKOS L
OCTaeTCs HepacKpbITbIM, Oyayyn y BCEX Ha BUAY:
OHU CTPEMUTENBHO aTaKyloT U OCTaloTCS g~
HEeYrNnoBUMbIMU

M(Cisco
*,Connect



«byab HeynoBUMbIM, NOYTN 6ECHPOPMEHHLIM.
byOb CKpbITHBLIM, NOYTM 6e33BYy4YHbIM. Torga
Tbl CMOXELUb HanpaenATb cyabby Bpara Kak

Tebe yroaHo»
CyHb L3bl. IckyccTBO BOWHBI.

MCisco
*,Connect



KOMHJ’IeKCHaFI 3au_u/|Ta oT prO3 ArA BCETo )KI/I3H€HHOI'O LUKI1a

atakm

A0 ATAKU

WcecnepoBaHue
BHenpeHue OG6HapyxeHune
NONUTUK briokmpoBaHue
YkpenneHue 3awumTa

Jlokanunsauus
M3onuposaHue
BoccraHoBneHue

O6nako

@

3almrta B MOMEHT BpeMeHw HenpepbiBHasa 3awuTa




KOMI'IJ'IeKCHaFI MHOFprOBHeBaFI 3allTa Ha OCHOBe

MEXXCEeTEBOIro akpaHa:Cisco ASA

WHTennekTyanbHas 3KocucTeMa KONnieKTUBHOWN

v

MpepoTBpalleHre

OO

Advanced Malware

Knactepusauus n

BbICOKasi AOCTYMHOCTb BTOPXKEHMIA (N0 Protection
nognucke) FireSIGHT (no nognucke)
AHanuTuka n
aBTOMaTU3aLs
__| 0] = 9
APP =

MOHUTOPUHT 1
KOHTpOrb
NPUNOXeHUN

MexceTeBol akpaH
MapupyTtunsaums n
KOMMYyTauuns

-\-\-Q
BcTtpoeHHoe
npocunmposaHve

cetn

)

g
g

w

¢

dunsrpauma URL-
aapecoB
(no nognucke)

&

VPN v nonutuku
ayTeHTUdmnKaumm

CamblIvi NoNynspHbIN MEXCEeTEBOM 3KpaH
KOpropaTUBHOIO Kracca ¢ pyHKUnen
KOHTPOSS COCTOSAHUSA COEANHEHUN

[leTanbHbI MOHUTOPUHI U KOHTPOIb
npunoxeHun (Cisco® AVC)

Benyuwaqa B otpacnu cuctema
npeaoTBpaLLEHNS BTOPXXEHNI
cnepytowero nokoneHnsa (NGIPS) c
TexHonornen FirePOWER

dunerpauns URL-agpecoB Ha OCHOBE
penyTauum n Kkateropmsaumm

Cuctema 3awuTbl OT BPEAOHOCHOIO Koaa
Advanced Malware Protection ¢
YHKUMSAMUN PETPOCMNEKTUBHOWN 3aLLNTDI

~\.’ \[( 0
-
P

”e Connect



B ocHoBe nexut nnargopma Cisco ASA 5500-X 1 5585-X

ynpaBneHme N 3KCnnyartauunsa

3alyuiieHHoe
KoHTponb 5 é:c?lgj%s 3awmTta nogknioveHve
aoctyna P OT yrpos (IPSec / SSL
IPv4/v6 VPN)

NMnatcdopma ASA I

BeicokonpounssoanTensHas macwtabupyemasa nnargopma

Bbicokasi 4OCTYNHOCTb, HAAEXHOCTb N OTKa30yCTONYNBOCTb
NHTennekTyarnbHble ceTeBble CEPBUCHI

BupTtyanunsauus, npo3padHoCTb PyHKLMOHMPOBaAHUSA

LLinpoknin mogerneHbin pag

Ceptudukaumsa npomnssogctea B PCTIK no 3-my u 4-my knaccy gna MC3

3awmTa
YHUDULMPOBAHHbIX
KOMMYHMKaLNIA

N~
8 (CISCO

ﬁ‘ v
-

*,Connect



Y70 Takoe‘ FirePOWER Serv’ic_es?

)

- VHTennekTyanbHas cuctema
« Cwucrtema npenorBpallleHnNAa BTOPXKXEHUN 6esonacHocTm
\ <
HOBOI'O MOKONEeHNA — NpoBepKa ( T T h
coaepXxXmmoro \ appecax )
( )
* Y4yeT KOHTeKCcTa Onpepenetve
5 mecTononoxexus no IP-agpecy
* WHTennekryansHasa cuctema 6e3onacHoCcTu i . TR T
— ynpaBneHne 4epHbiMn CNMCKaMu T ’_> CVICTe'Vg; ﬂgeﬂfﬁipao“-f“”ﬂ
BTOPXXEHWIA HOBOT
e [lonHbIN KOHTPOSb AOCTYyNA: A 4 fokoneia
= o 30He ceTu, VLAN, IP, nopTy, npoTokony, [ MemcenToerllalgTrgK:KpaHa ( MONUTIKA B OTHOLLIEHNM
npunoXxeHuto, nons3osartento, URL-agpecy daiinos
-
e W BCce 9TV KOMMOHEHTbI NPEKPaCcHO ‘ - A4
. MonuTuka B OTHOLLIEHMM
NHTErPUPYrOTCA ApYr C APYroM. N BPEAOHOCHbIX MPOrpaMm J
KommyTaums, S

" V|CI'IOJ'Ib3yIOTCFI NONMNTUKN CUCTEMbI NpeaoTBpaLlleHnA MapLLpyTU3aLWMS, CETb

BTOPXEHUN VPN, Bbicokas
= [lonnTnkn KOHTpons cannos OOCTYIMHOCTb

v

:\' ()

JISCO
%, Connect



MakcrmManbHas npo3padYHOCTb CETEBO aKTUBHOCTM

MCD3 HoBoro

Kateropuu TexHonoruu FirePOWER O6bI4HbIe IPS
nokoneHus

Yrpo3sbl

<\

lMonb3oBaTenu
Beb-npunoxeHus
MpoTokosbl NpUIoXKeHuin
Mepenava dannos

BpenoHocHbIN Ko

X 8 X X %X %
"3 JENE SENENEN

CepBepbl ynpaBneHus u
KOHTporns 6oTHeTa
KnueHTckne npunoxeHus

CeTteBble cepBepbl

OnepaunoHHble CUCTEMBI

X X X %
X X X %

MapLpyTursaTopsbl n
KOMMYyTaTopbI
Mo6unbHble ycTponcTea

MpuHTEpPBI

VolP-TenedoHna

N SN N N NN NN NN SENENEN

X 8 X %
X X X %

BupTyanbHble MalyHbl ~
Mg

%, Connect



Kak BblrnﬂnvlT' npumep I_'IOHI/ITI/IKI/I_ NGFW?

Access Control Intrusion v Files Network Descovery Application Detactors Users Correlation Acbons v

Inline Acces Policy have uncaved harges | = Save | ) Cancel | | o Save and Apsly
m Targets (1)  Securtty Intelligence  HTTP Responses Advanced
@ Filter by Device J Add Category o Add Rule
Source Dest Source Dest :
# Name Zanes Zones Networks  Metworks VLA, U.. Agplications ‘S.. De URLs Action L.}
Administrator Rules
Standard Rules
AL 3 intera 3
2 8l N 4 . )
i ags: Faceb ] B 3
4 Block Skype File Transfer Skype File Transh Xs
» ' 4 )
i )
low Other + Inspe 24
Root Rules
S — s
} Row Selected Duplayng & - 7 of 7 ndes Page 1 of 3 ¢

s‘.CiSCO
%, Connect



PacriosHaBaHne NpunoxeHnn

] HTTP ] Chrome 32.0.1700.102 [ Google

- AHanus ceteBoro Tpaduka o hiiady 5o e
|_|O3BOJ'|F|eT paCHOSHaBaTb ] HTTPS ™ SSL client ™ Google APIs 5 &
LLIMpOKMVI CﬂeKTp pa3J_IV|‘-|Hb|X '7 HTTP : Chrome 32.0.1700.102 :- Google Analytics & o
pUnOKeHR, KOTopee SaTeM S T o
MO)KHO I/ICI-IOJ-I b3OBaTb B ] HTTPS ] SSL client — Google+ IS |
npaBunax NonmuTUKK o3 wres ) s cert ) oz s

1 HTTP | Firefox 26.0 ] OCcsp & o

BesonacHocTn - s
| HTTP Chrome 32.0.17 _ Rambler & o

. I HTTP Firefox 26.0 "~ Rambler & g

* FIrePOWER for ASA _| HTTPS ) SSL client Rambler I
pacn O3HaeT n pMﬂ OXeH Mﬂ’ ] HTTPS "] SSL client "] Scorecard Research 5]
I/ICﬂOﬂb3yeMb|e B POCCV”/I: HTTPS ’ 7 SSL client ShareThis Ll &

| HTTP Chrome 32.0.1700.102 _ Sourcefire.com &g 8

VKontakte, Rambler, Yandex u T.4. S o e S g Lo =

| HTTP "] Chrome 32.0.17~ | VKontakte L O
I HTTPS | SSL client | WebEx IS
STOISCO

*,Connect



VineHTnKaumsa NpUNoXXeHnin «Ha neTy»

CobbITvie HapyLUeHns

= = - — 3admkcunposaHo,
= 3D SENSOR rnons3oBarerb
= @ NOEHTUPULMPOBAH
<\ W e

Y 3D SENSOR i - - - -
A " f L—
S i | (= ¢ =

| [ ]

=5
== g =
_?\“ IT&HR
= 3D SENSOR 3D SENSOR npoBenu ¢
ve® eoeo0e nonb3oBaTtenem
paboT:

O6Hapy>xeHO HapyLLeHne NoINTUK
©esonacHocTu: [NonbiTka nepegayn gannos
C X0CTa, ucnonbaytowero Skype.

lNonb3oBatenb naeHTUduumposaH, IT n HR

yBe4OMIJIEHbI.

\
) f L
v
%' o000 )
1

,; "\
3

P2P 3anpeLyeHHoe
npunoxeHune

obHapyxeHo

"'\3
i

L I
. Connect

‘(‘ ‘)

5‘ o \J
-
)




BrnokuposaHue nepegaym cannos yepes Skype

Editing Rule - Block Skype File Transfer ? x |
Name |[EIN%S ype File Transfe «| Enabled Move
Action X Block v IPS: no policie Variables: n/2 Files: no inspection Logging: 00ging

Zones Networks  VLAN Tags Use Ports URLs inspecion Logging Comments

Application Filters & Clear All Filters Available Applications (9) € R S R e =
| Search by name . skype
4 |j User-Created Filters = 1" All apps matching the filter T :
| i Web Applications | Skype °
L Application Protocols 1 ™ Skype Auth L1
lof Client Applications i Add to Rule
to Ru
4 ‘F-‘.l:-«.s (Any Selected) " skype Out o
very Low 104 1 s 2 ]
Y S KYyDe pLp U
al Low — ] Skype Probe L1
Medium — {
| Skype Tunneling o
High i
| Skype Video (1]
.‘ Very High —— ]
Skype Voice
a . Rusinace Dalesaoce LAnu Salectad). Sctlcic - -

Save Cancel

MCISCO
*,Connect



OnuncaHne cobCcTBEHHbIX MPUNOXEHNI

[MpUNoXXeHnsa MmoryT

ObITb ONUCaHbI C oo
MOMOLLbIO e
LabdnoHoB ore
cneayroLmnx

doopmaTosB:
- ASCII
. HEX
- PCAP-gaiin

S
e,

» Connect




Cucrtema npegoTBpaLLEHNs BTOPXKEHUMN:

I'-Ip_erlpo.ueccopbl A4 OTAESIbHbIX MPOTOKOS0B

« DCE/RPC

« DNS

« FTP u Telnet
« HTTP

« Sun RPC

. SIP

. GTP

.« IMAP

- POP

+ SMTP

+ SSH

+ SSL

+ Modbus / DNP3

Overview Analysis J2s

Access Control

Edit Policy: Inline-Security-Policy
HTTP Configuration

Policy Information

Varlables

Rules

FireSIGHT Recommendations

= Advanced Settings

Back Orifice Detection
Checksum Verification
DCE/RPC Configuration
DNP3 Configuration
DNS Configuration
Event Queue Configuration
FTP and Teinet Configuratic
Global Rule Thresholding
GTP Command Channel Co
HTTP Configuration
1P Defragmentation
Latency-Based Rule Handlir
Medbus Configuration
Packet Decoding
Performance Statistics Con
Regular Expression Limits

Rule Processing Configurati

1111

SIP Configuration

LBl Devices Objects

Intrusion » Intrusion Policy

Files

Consecutive Small Chunks

HTTP Methods

No Alerts

Normalize HTTP Headers

Inspect HTTP Cookies

Normalize Cookies in HTTP Headers
Allow HTTP Proxy Use

Inspect URI Only

Inspect HTTP Responses

Normalize UTF Encodings to UTF-8

Inspect Compressed Data

Unlimited Decompression

Normalize JavaScript

Extract Original Client IP Address
Log URI

Log Hostname

Profile

Network Discovery  Application Detectors  Users

@ Health System Hel

Correlation Actions v

< Back

CONNECT, DELETE, HEAD, OPTIONS, PUT, TRACE

4

& All | Apache [ 1IS (| Custom

Revert to Defaults

(T .
.7‘\ SUU
»» COnnect

so,



Overview Analysis JRCUHISEE Devices Objects

Access Control

Intrusion » Intrusion Policy Files

Edit Policy: Inline-Security-Policy

Policy Information :

Variables

Rules

FireSIGHT Recommendations

# Advanced Settings
=) Policy Layers

= My Changes
Rules
DNP3 Configuration
Modbus Configuration

= FireSIGHT Recommendatio
Rules

(=) Security Over Connectivity
Rules
Back Orifice Detection
Checksum Verification
DCE/RPC Configuration
DNS Configuration
Event Queue Configurat
FTP and Telnet Configur.
Global Rule Thresholdint
GTP Command Channel

HTTP Configuration

Rules
Rule Configuration

Rule Content

Category

Classifications
Microsoft Vulnerabilities

MS00-006
MS00-019
MS00-021
MS00-025
MS00-028
MS00-031
MS00-040
MS00-044
MS00-049
MS00-060
MS00-063
MS00-075
MS00-078
MS00-082
MS00-085
MS00-092

MS00N-N94
Microsoft Worms

Platform Specific

[Preprocessors
Priority

Rule Update

Network Discovery

{
L~

FireAMP

Application Detectors

Filter: ’ MicrosoftVulnerabilities:"MS00-031"

= v Y &) v O
Rule State Event Filtering Dynamic State Alerting Comments

) GID SID
1 1021

| Hide details |

Attack

False
Positives

False
Negatives

Corrective
Action

Contributors

References

SRU

Message a

SERVER-IIS ism.dll attempt

Simple. No exploit software required.

None Known

None known

Check server logs for signs of compromise.

Original rule writer unknown
Original document author unkown

Sourcefire Vulnerability Research Team

Users

(

Correlation

Filter returned 1 result

B 4

Nigel Houghton <nigel.houghton@sourcefire.com>

s Bugtraq page

@ Common Vulnerabilities and Exposures Page

@ Nessus Page

= Microsoft security bulletin

= Sourcefire Rule Update 2013 06 17 001 vrt

Actions v

@ Health System Help v

admin v

< Back

| Policy

=

<

CR JeNT.

1of 1 >

Add

Add

Add

Alert

Add



PearnpoBaHue Ha cobbITus

. SanyCK CKaHMpoOBaHUA NMAP c Overview Analysis JRIIaCEl Devices Objects  FireAMP @ Health System Help v admin v
3aﬂ|a HHbIMW Na pa M eTpa MW Ha Access Control Intrusion v Files Network Discovery Application Detectors Users Correlation Actions » Modules
VICTO‘-IHVIK/HaI'IpaBJ'IeHVIe aTaKM, Alerts Remediations Groups

Installed Remediation Modules
° BJ'IOKI/IpOBKa HapyLnTeENA Ha HoAulaName ersiin

Description
MapLLIpyTVI3aT0pe CISCO (RTBH)’ Cisco I0S Null Route 1.0 Block an IP address in a Cisco 10S router )
Cisco PIX Shun 1.1 Shun an [P address in the PIX firewall v O
»  Brokuposka Hapywmrens Ha MC3 - 2.0 Perform an Nmap Scan \ &
CISCO ASA’ Set Attribute Value 1.0 Set an Attribute Value s O
« YcTaHOBKa Heobxoammoro aTpubyTta Install a new module
Ha XOCT;

Bubepure daiin | ©ain He snibpan

Install

« YBegomneHue agMuHUCTpaTopa
nocpeactsom Email/SNMP/Syslog;

« BbIinonHeHne camonucHowm

nporpamMmmsl, HanmcaHHown Ha C,
BASH, TCSH, Perl, c BO3MOXHOCTbIO
nepegayn nepemMeHHbIX 13 cobbITus.

MO

_ISCO
%, Connect



PunbTpaumns URL

Editing Rule - Web Block List
Name  Web Block List ™ Enabled \ Action | 3¢ Block ~ Move
Zones Networks VLAN Tags Users Applications Services m Policy Logging Comments
Categories and URLs (% &) Reputations Selected URLs
‘ 4, Search by name or value l i B Adult and Pornography (Any Reputation) = r
3  Any ,] B Bot Nets (Any Reputation) =
2 - - =
B Abortion & Confirmed SPAM Sources (Any Reputation) =
® Gambling (Any Reputation |
® Abused Drugs = g (Any Rep ) -
Keyl ers and Monitori Any Reputation) 3
W Adult and Pornography o Y099 ng (Any Rep 4 3
2 Malware Sites (Any Reputation G
B Alcohol and Tobacce "‘ " (Any i ) o
Marijuana {Any Reputation =
B Auctions ju {Any Repu ) =
= Nudity (Any Reputation) |
B Bot Nets ty (Any P -
o ) B Open HTTP Proxies (Any Reputation) =
Business and Economy o
B CDNe - Parked Domains {Any Reputation) |
Pay to Surf {(Any Reputation) =
- Computer and Internet Info v - L (Any s " =
® Computer and Internet Security v } Er RL
Save Cancel

PasnunyHble kaTteropun URL

URLSs kaTeropmpoBaHbl Mo YpOBHIO PUCKOB M(Cisco
“» Connect



KoHTporib No Trnam gannos 1 HanpasneHnto nepeaadu

[F] Graphics
[] system files

~ =1
Any lAny L]  Detect v |
H p e e e o
e Any Detect
| SMTP {Upload ] __ Malware Cloud Lookup
IMAP | Download i Block
POP3 /
! i
Add File Rule J ‘l / 2 x
Application Protocol 'Any v | Direction of Transfer |Any ~  Action |Malware Cloud Looku::i:;
§ . § Detect § )
File Type Categories File Types Malnare Clotdlookan Selected File Categories and Types
[] Office Documents 7 4, Search name and description | glock MSEXE i |
[Fl Archive % All types in selected Categories JARPACK O
[T] Multimedia 1
[¥] Executables 2
[] PDF files 1 Add
[] Encoded 0
0
0

Save [ | Cancel




Feon0|<au|/|s=| N B|/|3yan|/|3au,|/|$-| MeCTOHaXO)K,EI,eHI/IFI

aTaKyHLLMX

Top Events by Source Country Initiator
Initiator IP Location > Responder P
Country Name v Count = -
i = 76.100.209.66 = A 10.4.32.112
BE United States 162 =) Uusa =
[ Germany 36 = 10.4.10.131 By 104.32.112
Bl China 18 :
: =f 10.4.10.131 . 10.4.32.112
®  Japan 13
E B France 11 =p 10.4.33.95 =f 10.5.32.206
Russi R ~ 3
g =F 59.188.101.82 = ISR =E 10.5.32.206
. North Korea 2
Pakistan 9. =f 200.189.215.85 BRA = 10.4.33.9449
== lra L o 10.4.31.237 =E 10.5.32.206
— lran 1
=f 10.4.11.216 =y 10.5.39.206
Last updated 1 minutes ago

Busyanunsauns kapt, cTpaH 1 ropogos AJis
COBbLITUI 1 Yy3I0B

.’ 1SCO

5‘ U
-
)

. Connect



[leTansHas reornokauus

e |P —agpeca gomkHbl ObITb

MapLLI pyTl/I3I/I pyeM bIMM Geolocation for 94.236.27.33

Country United Kingdom =i (Europe)
o ,D,Ba TUMNAa recJ1IOKaAUMOHHbIX AaHHbIX Raglorn tid
=  CTpaHa — BKJTHO4EHO N0 YMONYaHMIo City London
=  Full — MoxeT 6bITb 3arpy>XeHo nocne yCTaHOBKMW: Postal Code we2n 5
0 [Mo4toBbIN MHAEKC, KoopanHaTbl, TZ, ASN, Latitude/Longitude 51.5073, -0.12601
ISP, opraHnsauuns, JOMeHHoe UMA U T.4. Mae . 3
0 Ccbinkn Ha kapTbl (Google, Bing v apyrve) i axone R
e CTpaHa coxpaHsieTcsi B 3anucb O AAEerel AR ton
coObITUU ASN 15395 (Uk Rackspace)
n ﬂnﬂ VICTOLIHVIKa & nonyaneJ—lﬂ ISP Cogent Communications
Home/Business Business
Domain Name hayward.co.uk
Connection Type Broadband
s"C[fﬂ’f‘- )

%, Connect



«YepHble C1CKU»: KaK CBOW, TaK U LieHTpanm3oBaHHbIE

Blacklist (13)

®) Global Blacklist (Any Zone)

rd! Attackers (Any Zone) X G
7' Bogon (Any Zone) X O
¥s Bots (Any Zone) X O
&/ Cnc (Any Zone) X G
=) Google-Monitor (Any Zone) X O
=) Google-Not (Any Zone) X O
7 Malware (Any Zone) X O
r&/ Open_proxy (Any Zone) X G
rd Open_relay (Any Zone) X O
#& Phishing (Any Zone) X G
’a“ Spam (Any Zone) X IJ
¥s Tor_exit_node (Any Zone) X O

Overview Analysis JEIIGEEN Devices Objects FireAMP

Access Control Intrusion v Files Network Discovery

Inline Acces Policy

olicy for Inline installations

Rules Targets (1) BECELOGRLGIUTEE HTTP Responses  Advanced

Application Detectors

Users

Correlation

Actions v

© cancel

w Save and Apply

Available Objects € &) Available Zones €
3 Any

fa Attackers S External

& Bogon _‘_. Internal

v Bots 8, Passive

™ CnC

& Malware

¥ Open_proxy
% Open_relay
% Phishing
¥ Spam

%' Suspicious
" Tor.
@ Global Blackhst

' Global Whitelist
28 Home-Network

3 Parents-Network

Whitelist (1)

¥ Global W

hit

elist (A

Blacklist (11)

D

@

Blac

@ Global

UL

AAAAXAXAXXXXXX

“.Connect



‘CosnaHue «berblx CrCKOB» | «CrMCKOB COOTBETCTBUS

Overview Analysis IJIERE Devices Objects FireAMP @ Health System Help v admin v

° Pas pe LLI e H H bl e T M rl bl M Be p C M M O C Access Control ~ Intrusion ¥  Files  Network Discovery  Application Detectors ~ Users  Correlation  Actions ¥

Policy Rule m Traffic Profiles

) Add Shared Host Profile ) Target Network

[ Client DHCP devices Host Profile: Microsoft Windows 7

e PaspelueHHble KITMEHTCKME
NPUNOXEHUSA i sean

Allowed Host Profiles
0S Vendor Microsof ft

Any Operating System

o Pa3 pe LI-I e H H bl e We b = I-I p MJ-I O)Ke H M ﬂ Apple Mac OSX 10.5, 10.6, 10.8, ... 0S Name Windows

Apple Mac OSX 10.9, Server 10.9
Version
Apple 10S 5.1.1

* PaspelueHHble NpOTOKOnMbI

Apple 10S 7.1

TPaHCMNOPTHOIO N CeTeBOro S

Sony Playstation 2

YPOBHEWN — .

BITS

» PaspelleHHble agpeca /

Jabber

AvanasoHbl aapecos I ——

Allowed Application Protocols )

No Application Protocols are allowed
Allow all Application Protocols

(FO = O = Ol e (= O o

ROP

SSL client

e U
T- Ll Windows Update

MCISCo
-

*.Connect



O6Hapy>|<eH|/|e «FIOCTOpOHHI/IX» [ aHoMmanun /

HEeCOOTBETCTBUM

RNET -
— ) i =
N N\ v {
R T = L\ AN -
,gamﬁfs, ) N e oBegeHve
m‘gs 'ua'_ga N - e 3adnKCnpoBaHo,
= 3D SENSOR
% Be4OMIIEHUS OTNPAaBEHbI
= L, - = e
: ‘ @ ........ == DEFENSE CENTER

== Il = - -
= g ‘w/ e
vs\j‘) 3D SENSOR o @ 3D SENSOB IT
= "‘:'-.. BOCCTaHOBUMU
aKTuBbI

- L
- XOCTbl CKOMNPOMETMPOBaHbI
MNosenexune : —
L] L <1
"ag

ob6HapyxeHo

HoBbin xocT Bkntoumnca B LAN. ASA
with FirePOWER oGHapy»xun xocT n 70 R
nocnegytowiee HeHopMarnbHoe ﬁ".’ |
noseaeHune cepeepa B LUIOA n
ysegomun IT.

.’ ISCO
J

:\
e

. Connect




VIHBEHTapu3aumMs 1 NpodUNMpoBaHNe Y3noB

Overview LUENEIER Policies Devices Objects FireAMP @ Health System

Context Explorer Connections Intrusion v Files v Hosts » Network Map Users v Vuinerabiiities v Correlation v Custom v Search

« [lpodunb xocTa BKIoyaeT
BCHO HeO6XO,D,|/|My|'O a4 — —— Host Profil
. y 1F € oS rofile Scan Host | Generate White List Profile
aHallin3a MHCpOpMaLlV”‘O b OS5 1p Addresses 192.168.99.16

NetBIOS Name
Hosts [IPv4] (26) Device (Hops) sfsensor.ashes.cc (0)

192 (2 3 192.168.99.142 (0)
= IP', NetB|OS-, MAC'a,D.peCa 192.168 (2 §  MAC Addresses (TTL) 54:26:96:D2:E4:88 (Apple) (255)
o : = 64:00:F1:39:45:08 (CISCO SYSTEMS, INC.) (64)
ddeitvie Host Type Most
. O 192.168.92.2 1 Last Seen 2014-02-04 00:02:40
nepaunoHHaa cucrema T - v
192.168.92.1
; 3 ;  View Canteas Explorse
1921689224 Mscovery Event
=  Wcnonbsyemble Ry 1 B s
i <= ] Intrusion Event Ination
L
MPUNOXeHnA 92169955 3 )
P 192,168.99.10 ; OperatingS yoct: 10.5.55.4 Generate White List Profile
192,168.99.11 3 Vendor _ Hostname portal.sup.sourcefire.com
=  3apernctpupoBaHHble 192.168.99.13 b| spsie | Matmive peaise
192.168.99.14 3 Device (Hops) mango (0)
nonb30BaTesrin 192.168.99.15 ; Servers (1) MAC Addresses (TTL) 00:0C:29:E0:06:4F (VMware, Inc.) (64
. ¥y BA:D0:C2:BA:45:3D (63
M m ’ | Host Type Host
n T.0 5 b Last Seen 2012-07-06 18:40:12
b b 192.168.99.20 L C t U: Yi Lu (ylu, LDAP)
192,168.99.120 3 Applications v:er:«en - r:re:1é:r
B q Discovery Events
AR16.92,022 y M Ir:tmsion Evcn‘ts by Source
e U D,eHTI/I(bVI Kaumsa mn 192,68.92.124 j P Intrusion Events by Destination
A2.160.92.128 ’ = Operating System v 4
npodunuposaHune “ '
192.168.99.131 3 HTTPS Vendor Product Version Source

MO6 Man bIX yCTpomCTB et B Google Android 4.0.3 FireSIGHT

Servers (2) v

Protocol Port Application Protocol Vendor and Version
tep 443 ] HTTPS AL @G
tep 22 __| SSH OpenSSH 5.3 & T |

User History
Users 2012-07-05 18:49:06 2012-07-06 18:49:06

Yi Lu (ylu, LDAP



[pocbunmposaHme Tpaduka

Overview Analysis JENITEEEN Devices Objects

FireAMP

@ Health System Help v admin v

e [1lpodunb Tpapurka MOXeT
BKnovaTb Ao 30 napamMeTpoB
coeagUnHEeHUA.

= |P-, NetBIOS-, MAC-agpeca
= CeTeBow NpOTOKON

= TpaHCnopTHbIN NPOTOKOISI

= [lpuknagHOW NMPOTOKOJT

= UTA.

« [lo3BonsaeTt yctaHaBnneaTb
donarn CoCTosIHUW U T.A4.

Access Control Intrusion v Files

Policy Rule

Network Discovery Application Detectors Users

White List

Profile Information
Profile Name My traffic profile, data leakage
Profile Description Npoduns Tpaduxa, yreuxa aanHbIx

Profile Conditions

Correlation Actions v

Traffic Profiles

,_) Copy Settings

Collect connection information for all traffic that matches the following conditions:

&) Add condition &2 Add complex condition

X |Initiator 1P v| |isin v

& Add condition
OR Vv
X [ Application Protocol v
OR Vv
X | Application Protocol v

Host Profile Qualification

Only collect

& Add complex condition

2.168.0.0/16

v | [ Skype File Transfer v

v Google Talk File Exchange v

X Remove Host Profile Qualification

&) Add condition &2 Add complex condition

K [Initiator Host ¥ || Default White List
Profile Options

Profiling Time

& Maintain data for this profile for the last 1
Window

Sampling Rate

Sample data every | 05 ¥ | minutes

with the pr

is v Compliant v

& Add Inactive Period

week(s) ¥




AHanm3 NpoucxoasiLLEro Ha y3nax

Host: Scq Generate White List Profile |
Hostname

NetBIOS Name

Device (Hops) mango (1)

Overview EUEIUVHEE Policies Devices Objects

MAC Addresses (TTL) VMware, Inc.) (127
Connaection Events Intrusion » Hosts v Users v Vulnerabilities « Correlation v Custon Host Type Host

Last Seen 2011-11-15 16:06:05

Events View

Intrusion Events Source Destination KTo Ha xocTe

Current User
Operating System »

» Search Constraints (Edit Search Save Search) 5 3 - UaeHTudmumpoBaHHas

Connection Events

Connections with Application Details » Table View of Connection Events

000 iotrusion Events  vosts _ Applications __ Application Datails __ Servers  HostA| Microsoft Windows 2000 onepauuoHHas cuctema
= ; n ee Bepcus
User Identit Port Application Protocol
Y CepBepHble NPUNOXEHUs U UX
Username cgillian 189 pending
Authentication Protocol LDAP pending Bepcua
::::: ::::: Z:s::s KaKMe eu_le CUCTEeMbI I p [ ssH OpenSSH 5.1p1 Debian-6ubuntu2
Email charles.gillian@sourcefire.com |P.ap‘peca ucnonb3yet 28) v
Department SF (ron) 9 7 =
Phona 567-5309 nonb3oBartenb? Korga? ptocol client
v Host History [ ons
Hosts 2011-10-19 11:10:36 2011-10-20 11:10:36 [ Google
10.4.10 117 browsing [] Google Safebrowsing Bepcym KNUeHTCKOr
10.5.32.75 CJee NPUNOXeHUA
[ 1nternet Explorer
10.4.10.116 =
- [] Internet Explorer
10.4.32.60 — =
Internet Explorer 3 [ Blogger
[ HTTP [ propb L] &
s 2011-11-15 16:39:26 Asow £ - = MpunoxeHue £ Bropbox Lra
3 011-11-15 16:39:46 o . L ] OCwre [] Facebook £ 8
s e A2 1-23-3C 16:39-46 ; = [ wrTe [] chrome 15.0.874.120 [] Google LT &
2031-11-15 16:39: ow o 3
3 2011-11-15 16:39:46 Yot = = [ HrTe [ internet Explorer 6.0 [ Google 5 &
: = R E-a3-3 A : ood = ] HTTR [ chrome 15.0.874.120 [] Google APIs L} &
20311-11 :139: Trus = w3
3 2011-11-15 16:39:45 39:50  Trust . . [ HrTe [T 1nternet Explorer 6.0 [T] Google APIs E &
) 2022-12-25 16:39: 39:5 Irus :
[ HTTP [] chrome 15.0.874.120 [T} Google Analytics L &

[ HITP [Lloternet Explorer 6.0 [l Gooale Analytic P &5




‘BcTpoeHHas koppensiums cobbiTuii 6e30nacHoCTH

3D SENSOR %

Hoeas Windows-aTaka HanpasneHa Ha
Windows un Linux cepsepa. ATaku
CKOPpPEnMpoBaHbl C Npodunem Lenmu.
CobbITve 06 aTake creHepuMpoOBaHo.

CobbITne
coxpaHeHo

DEFENSE CENTER

®-e- -
o
=" 0y” [nsLinux
- aTaka ;
. HepenesaHTHa :
@. 3D SENSOR

1%
== = i

= R

>, Connect



ABTOMaTV3MpOBaHHas!, KOMMIIEKCHAsA 3aLLuUTa OT Yrpo3

MakcumanbHas 3aLumTa Bo BPEMS BCETO KU3HEHHOTO LMKIa aTtaku

Koppensiuus meXay KOHTEKCTOM U yrpo3amm

' —® [puoputet 1
W

—@ Mpuopurer 2

Y — [puoputeT 3

OueHKa BpeOHOCHOro BO3AeNCTBUSA

OuHamMunyeckue MexaHu3Mbl 6e30NacHOCTU

\ E

ApanTtaums NONUTUK K pUcCKam

i

Koppensiuus mexay BeKTopamu aTaku

PaHHee npeaynpexpaeHne o COBPEMEHHbIX TUMax yrpos Ysen C

PeTPOCI'IeKTVIBHaFI 3auuTa
s

5‘ C:x.:\)
-
)

- Connect



BcTpoeHHas cuctema koppensiumm cobbiTui

MpaBnna koppensumMm MOryT BKNoYaTb
ntoOble ycrnoBus N NX KOMBUHaUMK Ha
6ase noeHTUUUMPOBAHHLIX B CETY
AaHHbIX

= [IpunoxeHus

*  YA3BMMOCTU

=  [IpoToKorsbl

= [lonb3oBarenu

= OnepauunoHHbIe cUCTEMDI

= [lpoussogutens OC

= Apgpeca

= MecTo B nepapxmm KOMmnaHum

= Cratyc yanau T.n.

Rule Information & Add Connection Tracker

Rule Name Critical phone Attacks
Rule Description Attacks on Executives Android-based phones

Rule Group _Executive Attacks *

Select the type of event for this rule

If | an intrusion event occurs | and it the

<) Add condition &2 Add complex condition

X | Impact Flag + is 1 - red (Vulnerable)
AND * & Acid condition ) Add complex condition
X [ Inline Result ¢ [isnot *| [ dropped
Host Profile Qualification 2 Remove Host Profile Qualification
Only generate an event if the host(s) have the properties:

| &2 Add condition <) Add complex condition |

| Destination Host * || Operating System + | has the following properties

. OS Vendor |_is + || Google
OR %] = OS Name | is ¢ | |_Android
o . OS Version|_is || any
X | Destination Host * || Jailbroken L I s Yes *
User Identity Qualification 2 Remove User Qualification
Only generate an event if the user(s) d have the g properties:

&) Add condition +) Add complex condition

XK [ Identity on Destination * || Department =) Lis + | |Executives




BcTpoeHHas cuctema koppensiumm cobbiTui

PasnuyHble Tunbl coObITUS AN CUCTEMBI
Koppensumm

ATaku / BTOp)KeHue
AKTMBHOCTb Nonb3oBaTens
YcTaHoBMNEeHO coegnHeHne
N3meHeHne npoduns Tpaduka
BpenoHoCHbIN koA

N3meHeHe MHBEHTapM3aLUNOHHbIX JAHHbIX
(Hanpumep, NosIBNeHMEe HOBOIO y3na B
cetn unun OC Ha yane)

N3meHeHne npodunga ysna

[MosiBneHne HOBOW yA3BMMOCTH

Policies

Overview Analysis

Devices Objects FireAMP

Access Control Intrusion v Files Network Discovery

Traffic Profiles

Policy Management Rule Management White List

Application Detectors

@ Health System Help v

Users

admin v

Correlation Actions v

Alerts Remediations Groups

Rule Information

Rule Name My custom rule

Rule Description Moe NPpasuno peaKkumMu Ha MHUKAEHT

Rule Group Ungrouped ¥

Select the type of event for this rule

If | user activity is detected ¥ | and it meets the following conditions:
1

an intrusion event occurs

a discovery event occurs
[2{[= user activity is detected

a host input event occurs

a connection event occurs
Snod a traffic profile changes

a Malware event occurs
Inactive Periods

|enerates an event, snooze foro hours v

&) Add Inactive Penod

There are no defined inactive periods. To add an inactive period, dick "Add Inactive Period".

Save Cancel

MO

JISCO
%, Connect



BcTpoeHHas cuctema koppensummn cobbITui

« B 3aBucumocTu OT TUNa Select the type of event for this rule
CO6bITMﬂ MoryT 6b|Tb If | 2 host irnput event occurs Y 7.; a client is deleted ¥ | and it me
YCTaHOBJIEHDbI . *| an address is deleted
— ttribute value is deleted
OOMOMHUTENbHbIE Wddeondiiond W 2. Ziiriute vaiue is set
napamMeTpbl CUCTEMBI X | v

Koppensliy T

an OS definition is set

- a protocol is added
« Bo3amoxHOCTb co3gaHug Rule Options i s o e
a scan result is added
ANHAMUHECKUX NOTNTMK Snooze If this rule g¢ @ Server definition is set hours ¥
©e3onacHocTu a server is added
Inactive Periods There are nd 2 SSTVEr 1S deleted inactive peric

a vulnerability is marked invalid
a vulnerability is marked valid

:\l s

%, Connect



ABTOMaTM3aLMsl CO30aHMS 1 HACTPOWKI MOMUTUK

|
Last 1 hour  ggiicy Tnformation

* | Name Default Production Demo Lab IPS Policy

Description Sourcefire Provided. For best results, do not modify.
Drop when Inline ™
1 , Base Policy | Security Over Connectivity s
A \J) The base policy is up to date (Rule Update 2013-10-09-004-vrt)
E o
2 4 This policy defines 0 variables
This policy has 9038 enabled rules
3 == 558 rules generate events
zac=d o A se Ahag ~A-Ash ob Dososncs sbellobo ol o NS 2 8480 rules drop and generate events
4 & FireSIGHT recommends 7154 rule state settings for 7430 hosts
= Set 214 rules to generate events
All X Sset 3550 rules to drop and generate events

q A, Set 3390 rules to disabled
sAdkn HMrdain e LH Wt 2y AN ‘J\ ,m/" N

Policy is not using the recommendations. Click to change recommendations
) Last generated: 2013 Oct 10 10:15:33

Commit Changes | | Discard Changes

AHanma ceTtun, NPOTOKOSIOB, MPUNOXEHNI, CEPBUCOB,
yctpoucts, OC, ysa3BMMOCTEN U Ap. NO3BONAET

| Ty ‘)
aBTOMaTM3NpoOBaThb co3gaHne nonutuk u npasmun MC3 un IPS MISCO
“»Connect



OLieHKa BPeJOHOCHOTO BO3ENCTBIS

YPOBEHb OEWUCTBUA
BO3AENCTBUA AOMUHUCTPATOPA

HemepnneHHo NpuHATL
Last 1 hour Total Mepbl, ONacHOCTb
* mem 470
0 [MpoBecTn
paccnegoBaHue,
1 61 noTeHuuansbHas
A - - onacHoCTb
2 444 N
MpUHATL K CBEAEHWIO,
3 - . y 272 OnacHOCTW Noka HeT
4 0
All -
sadkn Mdein Ao L_.f’\r-,,.-,.-yw-,_/y"d,.h'\/‘, Al aodeth Ana e Mol 777 MpuHATL K CBEAEHWIO,
HEN3BECTHbIN OOLEKT

[MpUHATL K CBEAEHWIO,
HensBecTHas ceTb

Kaxxgon nonbITke BTOPXKEHUS U cobbiTuio
NpucBanBaeTCcsa ypOBEeHb BO3AENCTBMUS aTaku Ha
00beKT

NPUYUHBI

CoObITue cooTBeTCTBYET
YySI3BMMOCTMU,
CyLLecCTBYylOLLEN Ha
OaHHOM y3re

OTKPbIT COOTBETCTBYOLLMIA
NopT UMK UCToNb3yeTcs
COOTBETCTBYIOLLNI
MPOTOKOJI, HO YSI3BUMOCTU
OTCYTCTBYIOT

CooTBeTCTBYIOLWMIA NOPT
3aKPbIT, NPOTOKOS He
1cronb3ayercst

HeunssecTHbIV y3en B
Habntogaemon cetu

CeTb, 3a KOTOpOW He
BefeTca HabnoaeHve

:\. : |S

%, Connect



lcnonb3oBaHmne nH

dhopmaLmm 06 YA3BUMOCTSX

Users (no user hist¢

Attributes
Host Criticality None

Host Protocols

Sourcefire Vulnerability ID
Snort ID

BugTraq ID

WebPage

CVE ID
Title
Impact Qualification

Protocol Layer Date Published
. - Impact

lcmp Transport Remote

Available Exploits
tcp Transport Description

Technical Description
udp Transport
P Network

Vulnerabilities

Mac OSX
Adobe Acrobat, Reader, and Flash Player Remote Code Execution Yes 10.5, 10.6,
Yulnerability Server 10.5
Server 10.6
Solution
Mac OSX
’ : 10.5, 10.6,
Adobe Flash Player and AIR 'intf_count’ Integer Overflow Vyingrability Yes
Server 10.5
Server 10.6
Mac OSX
Adobe Flash Playver and AIR (CVE-2009-1866) Stack Buffer Overflow Yes 10.5, 10.6,

Yulnerability

Server 10.5
Server 10.6

Mo (\.cv,J

Vulnerability Detail
94754
15728, 15729, 15727, 19268, 19269, 19270, 19271, 19272, 19273, 19274, 19275, 19276, 19277, 19278, 19279, 19280
35759, 44503

title, OoApp Guestbook XSS vuln. || author,rakstija rOt3d3Vil || url http://pridels0.blogspot.com/2005/12/002app-guestbook-xss-
vuln.html

2009-1862

Adobe Acrobat, Reader, and Flash Player Remote Code Execution Vulnerability
Enabled :

2009-07-21

8

TRUE

Multiple Adobe products are prone to a remote code-execution vulnerability.

Adobe Acrobat and Reader are applications for handling PDF files. Adobe Flash Player Is a multimedia application. The
applications are available for multiple platforms.

Acrobat, Reader, and Flash Player are prone to a remote code-execution vulnerability that arises in the Adobe ActionScript

Virtual Machine and affects the 'flash9f.dllI' and ‘authplay.dil' modules. Specifically, an arbitrary value for an object scope can be

placed on the stack as a memory address and then later referenced by a call to 'MethodEnv::findproperty'. This call will
reference heap memory containing arbitrary code specified by the attacker and will allow code execution in the context of the
user running the affected application.

The attacker can exploit this issue by supplying a malicious Flash ('.swf") file or by embedding a malicious Flash application in a
PDF file,

Falled attempts will likely result in denlal-of-service conditions.
The issue affects the following:

Reader and Acrobat 9.1.2
Flash Player 9 and 10

Updates are available. Please see the references for details.
Additional Information »

Fixes v

Upgrade Flash-player-10.0.32.18-1.i586.rpm Download
Patch MacOSXUpd10.6.1.dmg wnl

Patch MacOSXServerUpd10.6.1.dmg Download
Patch  SecUpd2009-005.dmg Download
Patch  SecUpdSrvr2009-005.dmg Download
Patch  SecUpd2009-005SIntel.dmg Intel Download
Dadsl _ Coaliod-000 0oronc deo nnc P

YCIsco
*,Connect




[lpr3HaKkM KOMNpOMETaLINM

CobbiTusa
COB

[NogkntoyeHns K
cepBepam
yNpaBreHNs U
KOHTpons 60THETOB

Bakgopbl

Habopsbl
QKCMIoNTOB

MonyyeHne
aAMWHUCTPATOPCKUX
MONTHOMOYUI

CoObITnsa
aHanusa b

[NogknoyeHns
K U3BECTHbIM
IP cepBepoB

ynpasreHns n

KOHTpOns
boTHeTOB

CobbITna, cBA3aHHbIE C
BPEOOHOCHbIM KOAOM

O6HapyxeHue
BPEAOHOCHOrOo
koga

KomnpomeTauus
Office/PDF/Java

BbinonHeHne
BPEOOHOCHOI0
Kopaa

O6HapyxeHne
aponnepa

ATakn Ha

Indications of Compromis

BeO-

& Edit Rule States ) Mark All Resolved

Category Event Type

MPUITOXKEeHNA

Description

First Seen Last Seen

CnC Connected] Security Intelligence
CnC Connected] Intrusion Event - mal

I Exploit Kit l Intrusion Event - exploit-kit

Event - CnC

ware-cnc

The host may have encountered an exploit kit
The host may be under remote control

The host may be under remote control

% 2013-09-17 16:46:28 @ 2013-09-20 06:35:31

@ 2013-09-17 16:52:11 #@ 2013-09-20 03:55:45

% 2013-09-17 20:09:23 g 2013-09-1917:32:49

:‘. 1SCO
L/

., Connect




'AHanu3 TpaekTopuK ABVKEHUS] BPEAOHOCHbLIX NPOrpamm

Cetb

j-

KoHeuHble
yCTponcTBa

<

KOHTEHT

Trajectory

Dec 06,
2013

10:57 17:40 18:06 18:10

10.4.10.183 oL
10.5.11.8 o S o &l @
10.3.4.51 I Q
10.5.60.66 &

Events -.:4 Transfer ‘;;‘ Block (t) Create +) Move

Dispositions () Unknown QMa:ware () clean () Custom

» CeteBas nnatdopma UCnosb3yeT NPU3HaKM KOMNpomMeTaunmn, aHanms
dannoB 1 TpaekTopuio ABMKEHNA dharna ans Toro, Ytobbl nokasaTb, Kak
BPeLOHOCHbIN hans nepemeLlaeTcd no ceTu, OTKyada OH NOSIBUSICA, YTO

cTtano I'IpVI‘-IVIHOI7I ero nosABrieHnA U KTo eLlle nocrtpanan ot Hero

:\

®

JISCO
Connect



dunabTpaumda no penyraumm [loBegeHYecKkoe obHapyxeHne

O6Hapy>|<e'H|/|e BPEOHOCHOIO Koda ¢ nomou_;bro AMP

NaeHTnyHas HeueTkne MaLlunHHoe Mpu3sHaku OuHamnyeckuin PacwuvpeHHas ConocTaBneHue
curHatypa ngeHtuduumpyrowme obyyeHne  KoMnpomeTauun aHanus aHanuTUKa nOTOKOB JaHHbIX C
MEeTKM YCTPOWNCTB
M

JISCO
%, Connect



FIOKMpOBaHWe BpeJOHOCHOro Koaa

Edit File Rule

AOPRONE0 Prosson Aoy = Action #f Block Malware v Store Files
Direction of Transfer Any v ¥ Soero Analysis for MSEXE O Malware
¥ Dynamic Analysis { g:uﬂown
an
¥ Reset Connaction O
) Custom

File Type Catagones File Types Selected File Categones and Types

] System files 1 A Search name and de t Category: Dynamic Analysis Capable 3

Graphics )z . ™ p Category: Office Documents s |

Encoded ACCOB (M > Category: Archive 5 |
IZ] POF files ! AR) d Category: Multimedia 3
] Executable: o X §
xocy! B BINARY DATA X Add Category: Executables s |
") Mulimedia % .
Arch BINHEX (Ma Category 3
"] Archeve e S5 3 Category g
Office Documents 16 7Yy Catego 3
o] RC . - Category :
Oynamic Analysis Capable CPI0_CRC ) .
Category: System files a

CPIO_NEWC

CPI0 0DC

M (Cisco
*,Connect



OGHapy»keH1e N3BECTHOMo BPeAOHOCHOTO Koaa

L 4

R e e EEEEEE -
Ok D 0 O O ick oS oy iy

Context Explorer

Connections v

W32 Trojan.Breach VRT

2.Trojan . Breach VRT
W32 Trojan Breach VRT

W32.Spy:Malwaregen.17db 1201

w32, :Malwar nl? 2

W32.Spy:Malwaregen.17db.1201

W3Z.Spy:Malwaregen gb 12

W32.Banker:Spy 16011201

W3iZz.Banker:Spy 16hi 1201
W3Z.8BRFFOSDBS-100.50X.VIOC

W32 .0BBFFESDBE-100.56X . VIOC

Intrusions v

W32.7FF8102360-200 SBX.VIOC

WI2.7FF8109380-100.SBX.VIOC
W32.7FF8109385-100.5BX.VIOC

WIL.ZAESAL9073-100 SOXNVIQOC

Miao S ACE AL oo 4an coal o o

Files » Malware Events
ﬁ.-’n-‘lhf‘ X : e

kunk-straddling.pdf
rapair-cadet df
ankles-bushiest.pdf
Weelsof exe
JRCBot.exe
IntermetAntivirys. exe
Dofoil.exe
Korgo.exe
Hacker Defender.exe
Helompy.exe

Bofra.exe

Pramro.exe
Oficla exe
Rishigy.exe

Conhook.exe

Hosts v

USEI’S v

w4 271048
O f02e1bbl.. . 3b483a04

O fozeibbl. . 2b483a04

O b73b0eds. bE704049

O 8bbff6Sd...75dc60d6
O sbbifesd. . 75dc60d6
O 74810913

O 2£81093...293edcS¢

O 21£61093..2930dcS¢
O 21181093...293edcS¢

O 7af5219b.. Shadseot

= B T T TN WP T- YT

Vuinerabnlmes v

MSEXE

Correlation v

e

dcloud »

Custom v

:\

T Connect



ornHas uHopmaLms 0 BPeAOHOCHOM

o »
SOURCE| ire S iy
Dashboard Analysis ~ Outbreak Control ~ Reports Management ~ Accounts ~
Device Trajectory for Alex-PC
I ” > ) . o
[System] & { Detected W32 Variant:BL. 1711201 as setupB.exe x Q6
PE] @
i B® @ @  (pazsice.b5aB58) [PE Executable]
Lrar r
keypen.axe [PE] Moved by Launcher_i502752981.exe, 1.1.2.41 (733269a..77e8ac)
= axe [PE] [PE Exocutable) executing as Alex@Alex-PC.
keygen.oxe [PE|
p...axe [PE] Downloaded from http o dia.com/
- P setupb.exe
par.bz2 o
keygen.exe {:El The file was not quarantined. It was moved or deleted before it -~
axe ] ()
Jaxe [PE] couid be quarantined s ®
OorOmDM § 17:06:54. Sat Mar 29 2014 - . ®
1BLNSAMT AL 17:06:54, Sat Mar 29 2014 less Getats | ®
BLNCRYSZ Fio full path: CAUsers\EBAAoData\Local Tomp \sotups. exe R
57QWIBPG Ix - @
ABHN2D01G Frio SHA-1: 00600 ! §7425200090a5c01 THEICHIHIOME
CLDONHOT File MDS: Acincsb0Ionean s ! s44acesdazm.
BBKZewWBaz
Fio o -~
FSGAXVCS 0 skee: 08752 byten ®
EDAFZUVQ Fiio signed by M/s Children Codo with certificate serial o
JRYOSXOS 355caid52560438263a5 70038710799 from COMODO Gode Signing CA 2 R
IOR_HTML_SCANNING(1] Expires 23:50:59, Tue Feb 10 2015 UTC, The certificate was trusted by the &
NIHHOB7A computer R
MNXDO4KS Fio Cort MOS. 20abm0m71c0010361004 35000500 &
Foo cort SHAY B0 020ABAT 1 CM0 1 5004 40 1 a4 | LaOull  DOR.
Paront fle SHA-1: b81c21 JAI 1 ettosiodtint 75008 7070008200
Paront fle MDS 100toctefraast M4t 20887100
Paront fle sze: 338432 bytes
Parent process ki: 1800,
120420050 42904 11 445 2007 762020 1000
e QA RDE RN annines
Tt Fob 231230 § 4
ovovrroe i @cmate @ copy o @ move W ® exocute onnectior ¥ ® scan detection biock  jf @ compromised

pnector cpdate [ © scan schedule  f @ umineta

o © restore A (D reboot W © scar




Ecnmn ctatyc cpaina HensBecTeH, OH OTNPABIIAETCS B

MecoYHULlY

Warnings:

Too

Too
Too

many NtReadFile calls (excessive behavior)
many NtUserPostMessage calls (excessive behavioY)

many NtProtectVirtualMemory calls (excessive behavior)

many NtAllocateVirtualMemory calls (excessive behavior)

many NtUserMessageCall calls (excessive behavior)

) many NtReadVirtuaiMemory calls (excessive behavior)

many NtSetInformationFile calls (excessive behavior)

many NtWriteFile calls (excessive behavior)

Classification / Threat Score

Persistence, Installation, Boot Survival :

Hiding, Stealthiness, Detection and Removal Protection

Security Solution / Mechanism bypass, termination and removal, Anti Debugging, VM Detection :

Spreading :

Exploiting :

Networking :

Data spying, Sniffing, Keylogging, Ebanking Fraud :

®

ale

onnect



AHanmn3 TpaekTopuu Bp

Kakue cuctembl Obinn MHOULNPOBAHbLI?
KTo 661N HpUunpoBaH?

Korga ato npousowno?

Kakon npouecc 6bis1 0TApaBHON TOYKON?
[Toyemy aTO NpounsoLno?

Korga aTo npounsowno?

YT0o ewe npounsowno?

Analysis

Context Explorer

Connections v

€00HOCHOIO KoAda

Intrusions v

Files » Network File Trajectory

Network File Trajectory for f02e1bb1...3b483a04

File SHA-256

File Names

File Type

File Category
Current Disposition

Threat Score

Traje

10.131.13.211
192.168.0.221
204.16.109.235
10.110.10.70
172.16.0.167
10.120.10.51
204.16.62.200
10.110.10.69
192.168.0.123

Events

Dispositions

f02e1bb1...3b483204 £
alters-flirtation pdf , ankles-byshiest.odf ,

imating-overheated odf , certainly-infilling pdf

First Seen
Last Seen
Event Count

PO file.
O Malware &
o000 Veory Hich @

Jun 27

10:29 10:30

Q0

R O5E.

Seen On
Seen On Breakdown

Time
Event Type
1P Address

Sent To

File Name
Disposition

Action

Application Protocol
Client

Hosts v

Users v Vulnerabilibes v Correlation v g

o 1013113211
49 on 8 10.110.10.69

66
13 hosts (14 displayed

7 senders — 6 receivers

2014-06-27 10:30:45
File Sent
i 204.16.62 200
8101102069

iy - rry
O Malware
Malware Cloud Lookup
O R
) Web browser

10:33

Qg

Events

Time Event.. Sending IP Receiving IP File Name Di... Action Prot.. Client Web... Description
2014-06-27 10:.. Transfer  10.131.13.211  192168.0.221  tensors-scorer.. Cu. MalwareC.. HTTP  Web 2
2014-06-27 10:.. File Exe.. 10.131.13.211  192.168.0.221  hervically-caly..  Ma HTTP  web

2014-06-27 10:.. Transfer  204.16,109.235  10.110.10.70 complaint-refor.. Ma. Malware C.. HTTP  Web

2014-06-27 10:.. File Cre.. 204.16.109.235  10.110.10.70 proportional-au.. Ma HTTP  web

2014-06-27 10:.  Transfer  172.16.0.167 10.120.10.51 footballs-incum . Ma.  Malware C.. HTTP  Web

2014-06-27 10:..  File Mov.. 172.16.0.167 10.120.10.51 palisades-tanks.. Ma HTTP  Web

2014-06-27 10;.. Transfer 204.16.62.200  10.110,10.69 colloquially-mo.. Ma.. Malware C.. HTTP  Web

2014-06-27 10:.. File Exe.. 204.16.62.200  10.110.10.69 periglacial-grou..  Ma HTTP  Web

2014-06-27 10: Transfer 192.168.0.123 64.4.23.245 unclenching-sq Ma Malware B, HTTP web

2014-06-27 10: File Qua. 192.168.0.123 64.4.23,145 tillage-lung .pdf Ma HTTP web

-l
MCISCo
*.Connect



MoHWTOPUHI 06LLEN MHpopMaLmK o ceTu

« Koppensiuusa cobbiTui 6esonacHocTy, o] e

Tpaduka n BpeaoHOCHOro Koaa "

Traffic and Intrusion Events over Time

e AKTMBHOCTb KOHKPETHbIX Nosfib30BaTenien n nx
NPUNOXEHUN

Traffic (KB)

Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search

Show the last: 1 hour Vv |_Reload
2014-07-01 02:55:20 - 2014-07-01 03:55:2(C

« Wcnonbsyemble OC 1 akTUBHOCTb CETEBOIO
O6MeHa Indications of Compromise

Hosts by Indication

Impact 1 Intrus..dmin
Impatt 1 Intrus. user

« OueHka cobbITUI NO YPOBHIO BO3AENCTBUSA U

Impact 2 Intrus,, tack

npuopuTeTa

« CTtaTtucTtuka no Bpe4oHOCHOMY KoAy U
3apaxkeHHbIM (hannam AR

« [eonokaumoHHble AaHHble

Indications by Host

i
§ 1
5
g 0
Threat Detected
e}
2 & : * @
@' . o o ~
s

« Kateropuu cantos n nocewaembole URL

" Connect



MoHWTOPUHI 06LLEN MHpopMaLmK o ceTu

Application Protocol Information

Traffic by Risk and Application Intrusion Events by Risk and Application Hosts by Risk and Application

Other High
Other Very High ——

16 Other High Network Information
\ Jther Very High ————~

1 Operating Systems Traffic by Source IP Traffic by Source User

Other Low . DHCP
Hul ; o
DRORS NS Otner 15k L
o 5X105,1..8.2
igm QL 08,1..83 = e
i %, 5L5.x S €
i 5,8.0 z S s
o -~ 9 3
Bl e75 Unix % 3 = 3
2 = H so 3
= 36 7 = 2 B
7o 15 7/ s H . .
Low 4 = o 3 =
DNS ix
05-ns ?“5
ICE{RPC 2
LDAP HTTP ).04 )
= ) ppe o
BIOS-s5n (SMB;
M) i 13,64 &
Jdnux 2.6 ~ Windows
er Windows —__ \_ “—— Windows XF
Windows Vista — | | "~ Windows &
Aoulication Detats Windows 7 7 Windows 2000, X...200€
pplication Details
sslication e Connections by Access Control Action Traffic by Destination IP
)  Busi ) ~ Hosts
20 ok s
HTTP Very Low Medium network protocols/services 915 '"t";‘l;':: Bloxiesersy
|
DNS Very Low Very High network protocols/services 129
NetBIOS-ssn (SMB) Very Low High network protocols/services 122 2 & ¥ 2N 3
X H
& 3 ¥ 2
IMAP Very High Medium email a4 v 51000 2 s )
s = 2 s °
HTTPS Medium Medium network protocols/services 28 g g - sk 3
MAPL Medium Very High email 27 2,500 5
ARCServe Low Very High network utilities, remote fils st 22 ok —— /ol
) - >
DCE/RPC Very Low High network protocols/services 20 ARy N" 4
&5 FLELD & 3
i 2 z - 2 ;
3
\ 5
Allow $

%, Connect



MoHWTOPWHI 06LLEen nHpopmaLmm o cetu

Intrusion Events by Priority Top Targets Top Ingress Security Zones
Security Intelligence

Security Intelligence Traffic by Category Security Intelligence Traffic by Source IP Security i Traffic by ination IP
ak 400 4k 20 ak 8
»
5 2 ok ; ) .
2 § w0 g g = e =g g
> 3 3 3 3 I3 3
o z 3 = 3 = )
= A = % oA S 2 a2
g ) B 2 £ 2
“ ] [ e - ]
= a = 7 B @
1k 1k 2
- d I I i
ok 0 ok 0
@ o R
5 aY &
Intrusion Event Detalls
Event Classification _ Events a
PROTOCOL-TFTP GET filename overflo Attempted Administrator Privilege Gair high 32 Intrusion Information
INDICATOR-SHELLCODE x86 OS agno Executable Code was Detected high 29 Intrusion Events by Impact Top Attackers Top Users
SERVER-OTHER Wireshark LWRES Dis: Attempted Denial of Service medium 26 Impact | 8 %0
| - Impact 2
SERVER-WEBAPP OpenView Network M Attempted User Privilege Gain high 14 /
OS-WINDOWS Microsoft Windows java Attempted User Privilege Gain high 14
SERVER-WEBAPP HP OpenView Netwoi Attempted User Privilege Gain high 14
SERVER-MAIL Microsoft Windows Exch Attempted Denial of Service medium 13
d=
SERVER-OTHER ISC BIND RRSIG quer Attempted Denial of Service medium 13
o oo - o ~
Impt
—

Inteusion Events by Priority Top Targets Top Ingress Security Zones




MoHWTOPWHI 06LLEen nHpopmaLmm o cetu

Geolocation Information

Connections by Initiator Country Intrusion Events by Source Country File Events by Sending Country

Other Asia Other Europe

Other Europe ———=—=, Cyprus ———— File Information

rance Top File Types Top File Names Files by Disposition
Yenmark
ration
nany 4 4 NjA
wnia 77 ‘tom Detection
vis 7
Iy ASF . -
- RLE MSOLE:
POF —_ \
"
v 5
2 i "
= Unitec \R ‘e
AB 1
2P ’ RTF
HLP 0
PACK
TORRENT R, 5
) & o':* ‘O-
URL Information MSEXE =
Traffic by URL Traffic by URL Cat Traffic by URL R tati
FRRICAY, FSERERY bk SARICHY st Top Hosts Sending Files Top Hosts Receiving Files Top Malware Detections
10,000 20 ak 2,000 7.500
& 13 7.5
7,500 15 o 500 o
e o g s
g e & s g somw »
¥ g 3 ¥ :
£ wi g o0 § o ; :
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MOHUTOPWHT CETEBBLIX COBLITUI

ysts s
Dashboards v Reporting  Summary v

icnonb3oBaHne cepBMNCOB pmomerd .

icnonb3oBaHue NPUNOXeHUn

icnonb3oBaHue onepauoHHbIX
CUCTEM

PacnpeneneHne coeanHeHnn
AKTUBHOCTb Nornb3oBaTtenen
Ya3BuMbI€ Y3rbl N MPUNOXEHUS

N T.0.

=]

B o
187 Tces
2202 -l-t:.: 00 Fiah Mol 2

-  Risky Applications

Last updated 4 minutes ago

Title: [Risky Applications |

Preset: [ None )

Table: [ Application Statistics 3)

Field: [ Application 5|

Aggregate: [ Total Bytes (KB) 3)

Filter: [ High Risk Applications with Low BL )

Show: [ Top )

Results: (10 5|

Show Movers: ¥

color: @O @O OO

Application v Total Bytes (KB)

[ ] BitTorrent 41,077.00

[] ebonkey 320.16

[] ustream.. tv 81.63

] Facebook 34.69

+1 @[] YetaBsc 8.89

©[ ] Facebook Apps 4.16

i eYe) 1.98

©[ ] MySpace 0.70

&[] Gnutella 0.53




MOHUTOPUHT COBLITUIN 6E30NacCHOCTH

OCHOBHbIE HapyLuTenu
OCHOBHbIe aTaku
3abriokMpoBaHHbIE aTaku
OCHOBHbIE Lenu
[MpnopuTeT cobbITUI

YpoBeHb BO3OEUCTBUS

I Overview
Dashboards v Reporting Summary v
Summary Dashboard

Provides a summary of activity on the appliance

twork x  Threats x .mm’ Status x  Geolocation x + Show the Last |1 hour 1 u

O Add Widgets
Top Attackers [ Al ntrusion events | Events by Application Protocol
Source IP ¥ Count 60 Application ¥ Total Events
OEE 8l 6443339 16 50 | 586
O mii0a3134211 15 | 172
Ol 8l 64.4.87.69 15 © | 50
O  #10112.10.123 12z 2 ! o
o w0, 415 12 a6
ONE gl 64.45683 12 20 ” 2
° 192.168.0 12
o  #li10431.1545 7 10 L‘ il
ol gl sa.48426 7 3 (LTR -'IJJWUJ
o gli0.1101077 6 319 339 359
Last updated less than a minute ago \ st (o RVed Iua; ey R NN SO0 | Last updated less than a minute ago
Intrusion Events Impact 1 Events by Appl on
Destination 1P ¥ Count Last 1 hour Total Application ¥ Impact 1 Events
o 8l 10.30023 1 VR SeMEE o0 wrre [
O 101201085 15 °
0 102311438 15 0
° L 2y 1 | | M A | 20
° 0.112.10.139 12
O 104311448 12 ® 106
O 192168014 12 3
427
ol 10ana4.92 8
0 1011210134 7 4 B | 284
o gl 10.131.12157 7 Al B o
MEASRORVIAMIE e | |
Last updated less than a minute ago 4 | Last updated less than a minute ago
Dropped Intrusion Even SRR IRPLI. Impact 2 Events by Appl on
Classification ¥ Count Unername v Total Events Application ¥ Impact 2 Events
4 Cargl Philis (cohilips, 22 —
o ! . o[ Hrrs 76
4 Cynthia Randal 2  pHE
O Attamptad ( thig Ban -4 o) prce 19
4 Mike Tiang {mtiano, 18 =
© Attempted Denial of AN ° antcast 1
O Executable C b N

i 1o

*.Connect



[eTanunsaumsi cobbITUN 6e3o‘naCHOCT|/|

 [NogpobHas
NHdopmauua o
coObITUM Be3onacHOCTU

e BO3MOXHOCTb
N3MEHEHUS NpaBuUJ
pearmpoBaHus

e BO3MOXHOCTb THOHMHra
npasuna / curHaTtypsbl

« CeTeBoW gamn

Analysis

Context Explorer

Events By Priority and Classification ¢

Drilldown of Event, Priority, and Classification

Connections v

Intrusions » Events Files v Hosts v Users v Vuinerabilities v Correlation v Custom v
Bookmark This Page Report Designer Dashboard View Bookmarks
y I 2014-07-01 05:57;
Table View of Events > Packets

» Search Constraints (Edit Search Save Search)

Event Informaton «
Event

Timestamp
Classification

Priority

Ingress Security Zone
Device

Ingress Interface
Source 1P

Source Port / ICMP Type
Destination 1P

Destination Port / ICMP Code

Intrusion Policy
Access Control Policy
Rule

Summary
Actions v

Rule Actions

Set Thresholding Options

Set Suppression Options

cket Information

FRAME 1 (Expand All)

EXPLOIT Microsoft 11S ASP handling buffer overflow attempt (3:15974)
2014-07-01 06:02:05

Web Application Attack

high

2one A
198.18.133.11
ethi
10.131,10,108
2914 / top
10.131.12,163
80 (http) / tep
Cigco Security BG - Production Demo IPS Policy
Cisco Security BG - Production Demo AC Policy
alert tep $HOME_NET any -
id:3; revi3; classtypeiweb-application-attack; reference:bugtraq
us/security/bulletin/ms08-006; metadata:engine shared, soid 3|1

676; reference:cve
service http, poli

This event is generated when an attempt is made to exploit a known vulnerability in Internet Information Server

Edit

View Docymentation

Rule Comment

Disable in current policy { Cisco Security BG - Production Demo IPS Policy )

Set this rule to drop the trigaering packet and generate an event in current inline intrusion policy { Cisco Secyrity BG

2008-0075; reference:url technet, microsoft.c
balanced-ips drop, policy security-ip

dcloud v

Search

Search v

2014-07-01 06:52:21 D
Expanding

drop; )

- Production Demo IPS Policy )

Set this rule to generate events in all locally created policies

Disable this rule in all locally created policies

Set this rule to drop the triggering packet and generate an event in all locally created inline intrusion policies
» in the current policy ( Cisco Security BG - Production Demo IPS Policy )

» in all locally created policies
» in the current policy ( Cisco Security BG - Production Demo IPS Policy )

» in all locally created policies

h RN NS LA

*.Connect



AHanu3 ceTesBoro gamna

¥ Frame 1: 82 bytes on wire (82 bytes captured (656 bits)

v

WTAP_ENCAP

Arrival Time

Time shift for this packet

Epoch Time

Time delta from previous captured frame
Time delta from previous displayed frame
Time since reference or first frame
Frame Number

Frame Length

Capture Length

Frame is marked

Frame is ignored

Protocols in frame

1

Jul 01, 2014 06:02:05 484338000
0.000000000 seconds
1404208925.484338000 seconds
0.000000000 seconds
0.000000000 seconds
0.000000000 seconds

1

82 bytes (656 bits)

82 bytes {656 bits)

False
False
ethip:tep:http

Ethernet I1 (Src: 00:BE:05:41:59:3A, Dst: 00:BF:1D:60:7C:28)
Destination Address: 00:BF:1D:60:7C: 2B
“ LG bit: Globally unique address (factory default)
- 0. = IC bit: Individual addresz (unicas
Source Address: 00:BE:05:41:59:34
o * LG bit: Clobally unique address (factory default)
0 = 1C bit: Individual address (unic
Type 1P (0x0800)
Internet Protocol Version 4 (Srci 10,1391,10,108, Dst: 10,191,12.163)
version 4
Header length ytos
Differentiated Services Fleld 0000 00., = Differentiated Services Codepoint: Default (0x00)
00 = Congestion Notitication: Not-ECT (Net KCN-Capable Transport)
Total Length
Identification (1)
Flags 0. = Reserved bit: Not szet
o = Don't tragment: Mot set
0 = More fragments: Not set
Fragment offset 0
Time to live
Protocol
Header checksum Good: False
Bad: True
Expert Info (Brror/Checksum): Bad checksum
Message: Bad chacksum
Severity level: Error
Group: Checksum
Source 1 .108
Destination 10.131.12.163

%00)

v Tran
Source port
Destination port
Stream index
Sequence number

Next sequence number
Acknowledgment number
Header length

Flags

Window size value
Calculated window size
Window size scaling factor
Checksum

Options

¥ Packet Text

14, AY:L KDL 00

» \

v Packet Bytes

0000
0010 00 4
0020 0Oc a3 ce
0030 0 L
0040

0050

Copy,

Copy, All

mission Control Protocol (Srec Port

52914), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 24)

52914 (52914)
80 (80)
o
1 (relative sequence number)
25 (relative sequence number)
1 (relative ack number)
24 bytes
000 Reserved: Mot set
Nonce: Not s
= Congestion Window Reduced (CWR): Not
= ECN-Echo: Not set

Urgent: Not set

1 = Acknowledgment: Sev
= Push: Sec
= Reset: Not
= Syn: Not set
- Not set
24
24
1 (unknown)
Cood Checksun
Bad Checksun
Maximum zegmen 24 bytes
Kind: MSE size (2)
Lengeh: 4
NS Value: 24
Dyves in fiight: 24
VEANBEBIABEN LN BEALEAD L
Delete Review Download Packet
Delete All Review All Download All Packets

Displaying row 1 of 1 rows

Page| 1 (of1
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ASA c cepsrcammn FirePOWER o6beauHseT BCE BMECTE

7KN3HEeHHbIN UMK aTaku

0O ATAKHU BO BPEMHA NMOCIE
ATAKHA ATAKHA
WcecnepoBaHue

BHenpeHne OG6HapyxeHune Jlokanusauus
NonnTUK BnokupoBaHve M3onupoBaHue
YkpenneHve 3awurta BoccTtaHoBneHune

NS Advanced Malware

MC3/VPN Protection

PeTpocneKkTnBHbIN

NcenepoBaHua b aHanm3

KoHTponb NnpunoxeHnn

loCs/PearnpoBaHue
Ha NHUNOEHTbI

KoHTponb yrpos 3awmta Web

BuanmocTb 1 aBToMaTmu3all

Nl ala
s‘ JISCO
-
)

»»Connect

(
\



Bonpoc He B TOM, NPOU30MAET NN 3apaXKeHue, a KaK CKOpO

Mbl €ro OOHapPYXXUM,

C yero HavaTb?

Hackonbko Tsxkena cutyauuna?
Kakune cnctembl 6binmn 3aTpOHYTHI?
Kakon ywepb HaHecna yrposa?
Kak MO>XXHO BOCCTaHOBUTbL?

Kak MOXHO npegoTBpaTuUTh ee
NnoBTOpeHne?

/CTPaHUM 1 NOUMEM MPUYUHbI

MoaTeepxAeHWe aTaku U 3apaxeHusi

YBenomneHve KapaHTuH CopTupoBka MopTBepxaeHvne

He ypanocb
06HapyXuTh 3apaxeHue 3apaxeHust

HEeT
AHanus
yBENUYeHNs
yncna
YCTPONCTB

AHanus BpegoHocHoro MO u atak

OHaxAdeHgo avHaxedeg

CosznaHune
cUCTEeMbl

ncnbITaHUN

CeteBolt
aHanus

AHanuns
YCTPONCTB

Cratnyeckui
aHanus

O6HoBnEHNe Npoduns Mpocpurnb
BpPpeaOHOCHOIro

YBenuyeHue uncna YCTPOMUCTB C BpeAOHOCHbIM no —

‘

3apaHve
npaewun
(13 npochuns)

Mounck Mouck
CkaHupoBaHue

WcnpaeneHve CETeBOro XypHarnos YCTPOWCTS
Tpaduka YCTPOWCTB
Mouck MOBTOPHOIO 3apaXkeHus

M
L)

- Connect



O6benuHsis Bce BMeCTe, ASA ¢ cepBricam FirePOWER...

Bce KOMMNOHEHTBI — @ e @ Q
KOHTPOJIbHbIE TOYKHU
3n. noyta OKOHeYHble yCTpoKcTBa WHTepHeT Cetb Cucrtema YcTpoiicTtea

npefoTepaLleHns
BTOpXeHun IPS

HenpepbiBHasa nepenaya

000111010011101 1100001110001110 1001 1101 1110011 01100}~
001110 1001 1101 1110011 0110011 101000 0110 00 01110C %

U7 (o tel B=7-IeTa VT 1o B 011 00001 1100 0111010011101 1100001110001110. 1001 1101

@ NpeHTuduumpyowmne MeTku
N MeTagaHHble dpanna

N\

*+® Hdopmaumsa o npouecce HenpepbIBHbIN aHanm3

:\l (>

JISCO
%, Connect



...MO3BONSIET HENPEPLIBHO aHAN3NPOBaTH LUMPOKWIA CMIEKTP

DearnpoBaTb Ha HUX... |

Bce KOMMNOHEHThI — @ e @ At
KOHTPOJ1bHbIE TOYKHN
On. noyta OKOH&e Hble VCTOOVCTBa WHTepHeT Cuncrema Yetpownctea

NpeLOoTEPatlerbist
BTOPXXEHWU IPS

MoTok
TenemeTpu4eckmnx

OaHHbIX
o o o l ([ ]
’ bIBHA

)1 10 000111010011101 1 01110001110 1001 11110011 011001
00111 001110 01 1101 1110011 OllOMOlOOO 0110 00 OlllOfO
1000 g SRTCINCIINRIN o0001 = SHPALTISIHRHOR JRBEAAECKAS 110[RABKTOPYS ovcx

 AENNSSSSROCTRPakTYM  ObHapyxeHue MPU3HaKu
BTOPXeHUS

yrpos
*+° Hdopmauums o npouecce HenpepbIBHLIM aHanms

Ll 1SCO
»» COnnect

so,




..U ,u,aeT NOHMUMaHne TOoro, 4yTO VIMeHHO cneuyeT ,El,eﬂaTb ‘-ITO6bI

peLLII/ITb npobnemy.

° ————-—— Cdokycmpyntecb

’ . CHavara Ha aTux

Ko nosfib3oBaTensax

mm e 3TN NpUNoXeHus
@ noctpaganu

9 ll“ =E B3anom 3aTpoHyn

= 3TK obnacTtu cetn

@ TakoBa KapTuHa
aTaku Nno BpeMeHu
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Skocucrema Cisco ASA with FirePOWER
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BapuanTbi ncnonHeHus Cisco ASA with FirePOWER

FirePOWER Services for 5500-X
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5 BapMaHTOB 3aKasa 3alUUTHbIX OYHKLNN:
0 [lognucka Ha 1 unu 3 roga (Bkno4vas 06HOBMAEHUS)

0 OyHkuna AVC (NGFW) BkritoyeHa no ymMomnyaHuio
= Axtusupyet pyHkuumn FirePOWER Services
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YUT0 ncnonbayetcs ans ynpaeneHuss ASA ¢ cepsucamm

F-ir_ePower?

NetOPS Workflows - CSM 4.6/7 nnn ASDM-ASA-On-

Box 4 =
o v Do Ereesrs B 5 B 55 W 8 260 @0 97 dies FireAMP Connector
— BB ), [oem i e — %T_I‘ﬁz’l’;e;fw"c)

THREATOLABS \¥ingg 28 Datacenter-1 e - oz n None

THREATOLABS \Engg

THREATOLABS\\Engg

THREATOLABS \Mktg

SecOPS Workflows - FireSIGHT Management Center

THREATOUABS \\Miktg PR Overview IEMELOIEN Policies Devices Objects FireAMP @ Health System Help v

THREATOLARS\P&cto 2 4 context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search

THREATOLABS \\Br anch -

i =l [ ' Show the last: | 1 hour v

yl'lpaBJ'IeHVle NGFW/NGIPS 2014-02-13 02:44:36 - 2014-02-
. formation
Forensics / Yn paBreHue noramm lystems Traffic by —fﬁc by Source User
N k AMP / T . 55 s Other 50 Vrposbl 800 100)
.3, Linux 2.6
etwor rajectory s g\ «{ lNMonb3osarenu -

Web-npunoxeHusi
MpyKnagHble NPOTOKObI

YnpaBneHue ysi3BUMOCTSIMU ° /‘

Traitic (RB)

Traffic (KB)

~ Linux 5.5
YI'IpaBJ'IeHVIe MHUMngeHTamm Mepenaya dannos
: BpenoHocHsbIN ko,
~— Linux 11.x, 1: -
ApanTueHas nonuika UB NGt Command & Control Servers I
PeTpocrneKTUBHbI aHanms 03 N { Knuerckne npunoxetus ¢
i AN - Mindows & | Ceresele cepsepa E
Koppenauust cobbituin (SIEM) [ -2 | OnepauyoHHbie cucTeMbI ’
by Access Control Action ffic by MapLupmisaTopbl & KOMMYTaTOpb! ffic by Ingress Security Zone
PacnosHaBaHu :
acnosHasaHue Mo6unbHble ycTpONCTBa .
— = MpuHTepbI —

VoIP-TenedoHb!
BupTryanbHble MalunHbI




Cisco ASA ¢ oyHKLMSIMM FirePOWER

PeanbHast bopbba ¢ yrposamm

NMonHasa nHdopmauusa o npoucxoasux B CeTU npoueccax 10710
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» [lonHas ocBeJOMMEHHOCTb O CETEBOM KOHTEKCTe Ans 0 0
yCTPaHEHUs ysA3BMMOCTEWN vl

KomnnekcHas 3awmTa oT yrpos

» Jly4dwaa B CBOEM Krnacce MHOroypoBHeBas 3alumta
B OHOM YCTpOM1CTBE

ABTOMaTMU3aLmA .
» [lpocToTa yrnpasneHusi, AMHaMuyeckoe pearmposaHune
N BOCCTAHOBIJ1EHNE
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«[1oaTOMYy CKasaHO, YTO TOT, KTO 3HaeT
Bpara n 3HaeT cebsi, He OKaXXeTcs B
OMNacHOCTU U B CTa cpaXXeHuax. ToT, KTO He
3HaeT Bpara, HO 3HaeT cebs, byaeTt To
nobexgaTb, TO NpourpbiBaTb. TOT, KTO HE
3HaEeT HU Bpara, HKU cebs, Hen3bexHo byaert

Pa30UT B KaXKOOM CpaXeHUn.»
CyHb L3bl. IcKycCTBO BOWHbI.
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